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Abstract—Driving automation has become a major cost factor
in automotive design. High computation demand for machine
learning (ML) applications and growing sensor resolution and
data rate require expensive hardware technology and networking.
Newer network technologies and topologies can at best compen-
sate the growing communication demand, but the network still
accounts for a complex wiring harness with many dedicated
sensor cables. In this paper, we exploit the context specific
sensor data access of ML perception applications to minimize
the sensor data traffic. For that purpose, we extend the popular
Data Distribution Service (DDS) publish-subscribe middleware
by a subscriber-centric software caching feature, which is then
supported by an appropriate network scheduling. Using realistic
data sets and ML applications from the popular Autoware
benchmark and a zonal architecture according to the P802.1DG
automotive Time-Sensitive Networking (TSN) network profile,
we demonstrate that both cabling structure and network latency
can be significantly reduced for both 1 Gbps and 10 Gbps TSN
technologies. This result enables faster perception and/or lower
cable cost, at no loss in data quality or reliability.

I. INTRODUCTION

Autonomous vehicles are equipped with a comprehensive
set of high resolution sensors like cameras, LIDAR and
radar for in depth and reliable environmental perception,
irrespective of weather conditions, as needed in advanced
driver assistance systems (ADAS) and autonomous driving
(AD). The resulting network data rate and latency are growing
with sensor resolution leading to an expensive cabling harness
[1]. The ever growing demands in connectivity and bandwidth,
together with the objective of reducing the weight and cost
of the wiring harness, has resulted in new concepts for in-
vehicle networks. Scientific perspective papers on automotive
trends [2]-[5], as well as publications from the industry [1],
[6] are proposing vehicular electronic/electric architectures
(E/E architectures) where sensor data is transmitted to a
vehicular central compute unit (VCC), running the vehicle
automation functions. Time-Sensitive Networking (TSN), a
real-time extension of Ethernet, is the dominant backbone
standard for current and future high data rate in-vehicle
communication [5], [7], [8]. The standards for automotive
Ethernet applications are developed by the working group of
the automotive profile P802.1DG for TSN [9]. The use cases
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for P802.1DG [10] assume a zonal architecture approach for
future E/E architectures. This architecture concept reduces
the complexity of the in-vehicle network by interconnecting
topologically separated zones with fewer and shorter wires,
using a powerful high bandwidth Ethernet backbone. Notably,
the high-resolution sensor streams are excluded from such
concentration, as seen in [10], because dedicated cables are
needed to match their data rates and latency requirements. The
inefficiency of dedicated sensor cables has been recognized,
motivating technology around multi-Gigabit Ethernet links
like Gigabit Multimedia Serial Link (GMSL) [11], which
aim to provide enough bandwidth for multiple infotainment
and sensor applications on a single link, enabling a much
simpler wiring harness. So far however, new technologies and
standards for higher link speed seem to merely compensate
the increasing network requirements in data rate and latency
that result from the growing time and space resolution of
sensor technology. Therefore, harness cost reduction and
latency improvement will only be possible with the help of
new solutions for data load minimization. Research effort has
been spent on the compression and decompression of data.
Video codecs like H.264/MPEG-4 Advanced Video Coding
(AVC) [12] reduce data size for transport. Yet, video codecs
introduce computation latencies into the overall delay of data
transfer, as data requires to be compressed and decompressed.
Furthermore, the algorithms are not loss free, in particular in
rapidly moving scenes of a vehicle in motion. Such losses
might affect guarantees of sensor fusion and perception. Data
compression algorithms have in common that they exploit
data redundancy or relevance to human perception, but are
unaware of the relevance of data for subsequent automated
driving applications.

Contribution: In this work, we utilize properties of
the application, specifically high-resolution perception
algorithms, to selectively control data transmission in future
vehicle networks. We show that revisiting the established
unidirectional publish-subscribe sensor data communication
in order to introduce a novel application aware subscriber-
controlled bidirectional software caching enables a drastically



reduced communication latency that can be used to reserve
more computation time in tightly constrained end-to-end
perception pipelines and/or to share network links for reduced
cabling cost.

In the following Section II application-specific data rele-
vancy and timing requirements are highlighted and briefly
examined regarding communication. For this purpose, the
specific characteristics and challenges of state-of-the-art envi-
ronmental perception for highly autonomous vehicles will be
presented. Further, we will provide a review of related work
within the context of in-vehicle communications. The core
concept of subscriber-centric selective data communication
will be presented in Section III. In Section IV we take a
closer look at in-vehicle networking use cases and evaluate
the benefits of the proposed communication approach. We
conclude this work in Section V.

II. STATE-OF-THE-ART AND RELATED WORK
A. Application-specific challenges due to big data

Highly autonomous vehicles predominantly utilize machine
learning (ML) based detectors for reliable environment per-
ception, especially for image-based sensing. To guarantee safe
autonomous vehicle operation in dense traffic, deadlines in
end-to-end perception pipelines must be bounded, typically
to a maximum of 100 ms [13]. However, the computation
time of ML applications strongly grows with the size of their
input. With the trend to HD or Full HD camera resolution,
computation within 100 ms is a challenge. The authors in
[14] have found that object detectors with sufficient accuracy
require more than 100 ms to process high resolution input
images (1280 x 1920) and even scaled down images (640
x 960) still require at least 60 ms to compute. This barely
suffices for the time-critical perception pipeline in autonomous
vehicles. The reduced resolution in the input images also affect
the detection accuracy, clearly diminishing the benefits of high
resolution cameras.

B. Application-specific approach to reduce computation time

To tackle the challenge of long computation times in ML
detectors, further concepts to reduce the input data size without
scaling down resolutions and reducing quality have been
investigated. These concepts revolve around attention boxes
and Regions of Interests (Rols), which are either sub-images
that contain relevant information or specific selections. These
attention boxes or Rols are derived from content of current
sensor samples, prior samples or further sources of information
(cf. in Section III). Lu et al. [15] have shown, that instead of
downsizing the original image, cutting an attention box from
the original frame increases the target size in the input data
and with that, improves the accuracy and inference time of the
neural network. But, this concept is not limited to image-based
sensing. While LIDAR point clouds hold relevant information
on the existence and location of objects, they contain noisy or
less useful data as well. The authors in [16] apply a hybrid
ground classification along with a Rol identification method

to select relevant data from the raw sensor input, improving
the overall processing time of the LIDAR data.

C. Exploitability of application-specific data relevance

With growing sensor resolution, not only computation times
but also transmission times of data samples from sensors
towards the processing unit increase. Even though the ap-
proaches under B. originally target improvements in compu-
tation times, they could be exploited for optimizations of data
transmission as well, as only a portion of an image must be
present in the memory of the processing node, favoring de-
centralized data management. However, state-of-the-art vehicle
platform designs are locked down on the concept of central
data storage. As all sensor data is processed centrally, these
platforms feature a data management scheme in which all
data is transported to and managed by the VCC. The concept
of fully locally available (sensor) data can also be found in
software developed for ADAS and AD functionality. Publish-
subscribe middlewares are established for inter-module data
communication, as seen in the open source AD software stacks
from The Autoware Foundation!, which utilizes DDS [17] and
Apollo, using CyberRT?. The well-known publish-subscribe
middleware DDS has also been adopted by AUTOSAR?,
the global automotive software standard. Hence, the current
vehicle data management does not support exploitation of data
locality in communication.

D. Data distribution over in-vehicle networks

In [10], the working group of the automotive profile
P802.1DG for TSN has defined use cases and requirements
for zonal architectures, as well as traffic class assignments
for automotive traffic types and network topologies that we
refer to in this work. The authors in [18] and [19] simulated
TSN-based in-vehicle networks with a zonal architecture in
OMNeT++ [20] using sensor stream parameters given by
OEMs from Shanghai and Korea, respectively. In TSN-based
solutions for in-vehicle networks, sample communications are
broken down into application-agnostic fragment-based traffic
streams. Consequently, the network evaluations by the authors
of [18] and [19] are focused on packet-level latencies and jitter,
as it is standard practice for stream-based communication. As
a result of the stream-based object transfer, the object trans-
mission latency grows with its update rate, leaving less time
for the computation intensive ML applications. In contrast, the
evaluations in this paper regarding latencies relate to sample
transmission latencies, as these are the important metrics to
increase the time available for detection within the perception
pipeline.

State-of-the-art publish-subscribe middlewares such as
DDS, which consider data as object samples and not as
packet sets, allow object-specific information such as sample
deadlines to be taken into account. But due to the nature of
these middlewares that distribute new data samples to every
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subscriber at once, the possible improvements in sensor data
transmissions regarding the Rol optimizations that proved
fruitful for the data processing steps within the perception
flow cannot be applied. DDS [17] distributes samples via
the Real-Time Publish-Subscribe (RTPS) protocol. This pro-
tocol does not take any form of content feedback from the
subscriber to the publisher into consideration. As a result,
dynamic application aware data reduction mechanisms prior
to transmission are not part of the DDS or RTPS standard. In
this work, we base our communication scheme on DDS, as it
provides fundamental view on sample characteristics and it is
supported by the AUTOSAR standards. However, we extend
the DDS/RTPS middleware to be able to handle a feedback-
based protocol.

ITI. REGIONS OF INTEREST IN SENSOR COMMUNICATION

Re-evaluating sensor data communication requires to mod-
ify the middleware of an established sensor-actuator software
platform. The structure of the traffic light classifier module
from Autoware Universe* perfectly illustrates the limitations
of the publish-subscribe middleware when used for high-
resolution input to ML based perception. The module input is
a raw camera frame, along with information for relevant Rols
that show traffic lights. Both input data are periodically sent
from their respective publishers, the camera and a map-based
traffic light detector. Therefore, the first processing step within
the classification module is clipping the relevant Rols from
the input camera frame. Only then the actual classification of
the traffic light signal follows. In order to be able to make a
realistic statement about the size ratio of a raw camera image
and the section relevant for traffic light detection, the sizes of
the Rols were recorded during a test run of the Autoware soft-
ware stack together with the digital twin simulation AWSIM?,
a simulator developed for Autoware development and testing.
The Rol information traced on a 100s long drive seen in
Figure 1 illustrates that the relevant Rol within a camera frame
makes up only a fraction of the original sample. While this
relevant region is not known to the camera, the publisher,
the perception application as a subscriber has knowledge on
specific Rols or attention boxes (for example areas around
50% of the frame size). This knowledge is derived either
from further contextual information of tracking modules, like
the map-based traffic light detector from Autoware, or simply
from previous frames. Note that prediction of relevant areas
on the basis of previous frames profits from high frame rates.
A moving object can be detected with more certainty and
robustness, if less time has passed between frames, which
allows to narrow down the size of an estimated area of interest,
effectively attenuating the required bandwidth and transfer
time, when compared to full image transmission.

Figure 2a illustrates the standard procedure of a camera
sensor publishing data to a perception node that classifies
traffic light states. With standard publish-subscribe sensor
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Fig. 1: Traced Rol size in relation to the original camera frame
processed by the Autoware Universe traffic light classification
module during a 100s simulated drive in AWSIM. Simulated
was a driving scene through a model of Nishi-Shinjuku, a
district of Shinjuku, Tokyo. The driving scene featured several
crossings and turns.

transmission, over 4000 maximum size Ethernet packets are
required to transmit a Full HD camera image of about 6,22
MB (cf. Table I), under the assumption that all 1500 bytes of
the Ethernet payload can be used for data.

By extending the unidirectional publish-subscribe commu-
nication shown in Figure 2a by a request-reply or feedback-
based (terms used interchangeably) communication protocol
that enables caching of sensor data (see Figure 2b), the data
transfer between software modules in general and between
VCC and sensors in particular can be improved significantly.
While the potentially periodic messages from the publisher
towards the subscriber remain, they will not transport sample
data, but instead serve as update announcements requiring only
one short packet to be sent, see Figure 2b. The subscriber-
side middleware responds on reception of such announcement
with a specific request for a Rol of dynamic position and
size. Transmitting only a single Rol that is 1% of the image
size (cf. Figure 1) requires just about 40 Ethernet packets. The
Rol request will be handled by the middleware at the publisher.
The resulting middleware software changes including memory
structure and local caching can be solved in various ways and
are beyond this paper. A possible concept is outlined in [21].

The additional computing effort of feedback-based sensor
communication from Figure 2b is low. With intelligent list-
based software caching, finding the relevant Rol data block
in the local memory is in the order of O(n) and, therefore,
the cumulative time to select all relevant Rols from an image
will be in the scope of #, go;,.. Running the Autoware software
stack with the AWSIM simulation on a desktop PC (CPU: i7-
12700, RAM: 32 GB, GPU: GeForce RTX 4070) with Ubuntu
22.04 has shown that 7, g, is in the range of 70 to 700 ps.
As request-reply Rols transmissions are made of only single
packets or small bursts of packets, depending on the size of
the Rol, t,e17, therz and t,.; are all significantly smaller than
tner from Figure 2a, so are the instances of #c,,, s compared to
t.oms- These transport delays and communication stack delays
of single packets or small bursts of packets make up the
further delay until the classifier on the perception processing
unit can classify the Rols. It is to note, that f, g, 4 can be
disregarded, as Rols are determined by an external module,
independent of the use of the sensor data transport mechanism
proposed in this paper, and are available with reception of the



camera image, as described at the start of this Section III.
Therefore, the added communication delays of feedback-based
sensor communication is determined by the round-trip time
(RTT) of the protocol messages. Overall, the reduction of
data by utilizing request-reply communication allows to a)
drastically reduce transmission latencies and b) results in lower
communication resource utilization.

In this paper, we focus on the network traffic produced by
such a request-reply protocol and the unique characteristics of
its bidirectional request and reply messages, whereby replies
are sporadic and dynamic in size. This is very different from
the established publish-subscribe traffic. In Section IV, we
evaluate the protocol, comparing the transport delays of the
small, dynamic Rols with the additional RTT from Figure 2b
to the transport delay in Figure 2a. We utilize an OMNeT++
[20] network simulation, which is sufficient to investigate the
impact on network load and timing.

IV. NETWORKING USE CASES WITH RoOIs

Vehicles at higher levels of automation are equipped with
several high-bandwidth sensors consisting of typically 8 or
more cameras (see Figure 3a) and 4 to 5 zonal LIDAR’s
and radars [23], [24]. In the use cases for the automotive
TSN profile P802.1DG [10], a zonal in-vehicle network ar-
chitecture utilizes a powerful Ethernet backbone to connect
the four (or more) vehicular zones. However, regardless of
the zonal locality of sensor nodes, the TSN automotive profile
suggests point-to-point links for the high-bandwidth sensors,
see Figure 3b. Environmental data produced by the surround
sensors is processed at the VCC in the context of ADAS
or AD functionality, like environment perception for assisted
maneuvering and emergency interventions. Due to the central
processing of sensor data and the resulting additional point-to-
point sensor links, the complexity of the interface in the VCC
is aggravated. For 8 cameras and 4 LIDARs, 12 dedicated
links with connectors and lengths of one to several meters
each are required, even more in case of redundant network
design. Overall, weight and complexity of the wiring harness
will remain a challenge unless link sharing between high-
bandwidth sensors is possible. The arguments in favor of point-
to-point connections are based on the required bandwidth in
combination with the nevertheless short latency requirements
of the data. LIDAR sensors require a bandwidth of more than
100 Mbps individually, while transmitting raw camera images
with a Full HD resolution every 100 ms requires a bandwidth
of around 500 Mbps, see Table I. Further increasing the image
resolution and/or frame rate drives the required bandwidth
into the range of multiple Gbps per camera. Alternatively,
transferring only relevant Rols of sensor objects like traffic
light details from camera images, allows to reduce the object
size to less than 1% of the original sample, as seen in Figure 1.
In the following, the effects and improvements that feedback-
based Rol transfer provides will be elaborated.

We focus on two goals (A) reducing sensor data laten-
cies for faster perception and (B) enabling link sharing. All
evaluations were made in regard to these conflicting goals.

ot tetts tetor berg = transport delay b, rola = delay of determining Rols
t.oms =com. stack delay of packet series b, roic = delay of clipping Rols
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t,roir = delay of clipping a single Rol
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(a) With standard publish-subscribe sample transmissions, every full
camera image is fragmented into a series of packets, which are
transmitted one by one. The application can then access the image
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(b) With request-reply transmission of partial samples, subscribers
are notified of new samples. A subscribing application then makes
a request for a Rol they require, determined with the mechanisms
described in Section III. The requested partial data sample is trans-
mitted in burst fashion to the subscriber. A request is triggered and
must be handled n times, for every of the n Rols in the image.
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Fig. 2: Comparison of (a) the standard unidirectional publish-
subscribe protocol and (b) the modified request-reply commu-
nication. The processing time within the perception module
is made up of the time to determine the Rols #,g.q, the
cumulative time to cut out the n Rols from the camera image
ty rol,c and the inference time of the traffic lights in the n Rols

Iy, CNN-

The elaboration is supported by simulated results of the
corresponding traffic configurations found in Table I and the
recorded Rol trace from Autoware Universe in Figure 1. The
in-vehicle network was simulated with an openly available
TSN simulator [25] that is based on OMNeT++. With regard
to the necessary reduction of sample latencies, we utilize burst
transfer of samples in this paper as already mentioned in
Section II. The reference parameters for the LIDAR stream
from [18] were adapted accordingly to implement sample
burst traffic. The sample burst communication of the data



TABLE I: Traffic parameters of sensors and automotive streams like critical and non-critical control streams and infotainment
that flood towards the VCC. Note: Traffic marked with * was originally stream-based, but was transformed into periodic burst

transfers Camera Configurations
|| Control [22] LIDAR* [18] Radar (18] | Full HD Camera Rol Camera [21] | Body ECU [18] Audio [18]
message size 230 B 125 KB 42 B 6,22 MB <100 KB 64 B 234 B
sampling period 500 ps 10 ms 1000 ps 100 ms 100 ms 100 ps 200 ps
bandwidth ~3.5 Mbit/s 100 Mbit/s ~0.5 Mbit/s ~500 Mbit/s ~8 Mbit/s ~5 Mbits/s ~10 Mbit/s
sample deadline 100 ps 10 ms 1000 ps 100 ms 100 ms non timing critical data
traffic priority 7 6 6 6 6 3 4

Camera Type
Forward-looking side
Rear view (long-distance) m] (m]
o s o A
B Front-view (long-distance) \x/
cc
N
m]

A
o
Zonal
10
Control
(o]l ]

(a) Camera setup for AD or ex- (b) Zonal in-vehicle architecture
tensive ADAS. with privately connected sensors.
Fig. 3: Camera setup of vehicles with high automation level
and their suggested underlying vehicle platform network found
in automotive TSN profile [10].
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samples was simulated using an implementation of the RTPS
protocol, whereas the request-reply Rol communication seen
in Figure 2b was realized through an extension of this RTPS
implementation. We evaluate the effects of inter-stream inter-
ference on a link shared by two cameras and a LIDAR sensor.
This sensor combination is based on the zonal sensor con-
figuration from Figure 3b. Due to the low resource demands
of radar streams, we have omitted them from our shared link
evaluations. In this paper, we will not exploit scheduling, but
assume conservative worst cases of burst scheduling. In fact,
our evaluations will show that complex scheduling techniques
become less relevant with Rol transmissions.

external
event

TSN

<IN

>

= sampling period t.om = com. stack delay
ts max = Max. sampling delay b, max = Max. input age
Tret = transport delay t; = perception deadline

Fig. 4: The max. input age #, ;q, is composed of the max. sam-
pling delay f, ;. the transport delay #,.,, and communication
stack delay #.,,. Further camera latencies are negligible.

A. Reducing Sample Latencies

To be able to detect an external event within the required
100 ms, the maximum data age of the input data of perception
modules must be clearly below this threshold to allow for
enough processing time and a timely reaction. For a precise
two-stage detector with the inference time of 60 ms on a full
low resolution image from [14], the max. data age 7,4 Of
the camera image would have to remain under 40 ms. The
maximum data age of the perception input is composed of the
following delays (cp. Figure 4):

ta,max = ts,max + tnet + tcom (1)

Assuming a camera frame rate of 30 frames per second
(FPS), a maximum sampling latency (from the occurrence
of an external event to its first capture) of 33 ms will be
observed as base delay f; 4. The total communication stack
delay f.,,, along with the transmission delay t,., of the sample
that is typically transmitted in fragments, see Figure 4, must
be added to this base delay. Hence, the deadline assumptions
in Table I might suffice in slow moving vehicles, but will not
suffice in real traffic, as the sampling delay ¢, ,,, already meets
the perception deadline. Even a frame rate of 20 FPS with a
sampling latency of 50 ms would not allow for the estimated
computation time of 60 ms. Therefore, a frame rate of 30 FPS
with a sampling latency of 33 ms can be regarded as a lower
frame rate limit for safe maneuvering in real traffic.

The authors of [26], [27] and [28] have evaluated that a
delay introduced by packet processing via a standard or an
optimized Linux kernel is in the scope of several hundred
us up to a few ms, depending on the background and peak
load. For example, the authors in [28] have measured Linux
kernel latencies of up to 770 ps on an ARMv7 architecture.
We have therefore set an upper limit of 1 ms on this latency.
Using these data, the overall network stack delay ¢, for a
complete sample transmission has an estimated upper bound
of 2 ms (1 ms each at egress and ingress, f.oms,; and feoms2
in Figure 2a). In case of feedback-based Rol transmission, the
total communication stack delay for all Rols has an estimated
upper bound of 4 ms. As the short requests and replies
can be processed in a fraction of #.., s, the latencies fom 1,
Teomf2> teomf3> tcomfs Were estimated with half a millisecond
each. t.on s and tcon 6 are dependent on the size of the Rol,
and were conservatively upper-bounded with 1 ms, similar to
t.oms- In Table II the max. data input age that is depicted in
Figure 4 is calculated with the estimated network stack delay
for four different camera sensor and link configurations, that
were simulated with the OMNeT++ TSN simulator mentioned
above. The simulated data streams in the OMNeT++ TSN



TABLE II: Camera data input age #, .. [in ms] for different sensor configurations calculated with (1) and simulated sample
transmission delays t,., [in ms] on shared and dedicated 1 and 10 Gbps links and an estimated communication stack delay 7.,
of 2 ms for complete sample communication and 4 ms for Rol communication respectively. Configurations in which the data
rate of the sensors surpass the bandwidth of the link have been marked with overload.

1 Gbps 10 Gbps
Link L()ad tngl [{J,WICLX ta,max ta,max tne] t{l,7716LX tu,m{u’ ta,max ta,mux
(20FPS) | (30FPS) | (50FPS) (20FPS)| (30FPS)| (50FPS) | (100FPS)
A dedicated 1x 6,22MB Image Burst 59.71 overload | overload | overload | 5.97 57.97 40.97 27.97 17.97
B shared 2x 6,22MB Image Bursts overload | overload | overload | overload | 11.15| 63.15 46.15 31.15 overload
C shared 2x <62KB Rol (<1%) Bursts | 0.324 54.324 37.324 24.324 0.029| 54.029 37.029 24.029 14.029
D  shared 25D Kol (7)) 30.49 84.49 67.49 overload | 2.74 | 56.74 39.74 26.74 16.74
+ <62KB Rol (<1%) Bursts ' ' ’ ’ ' ' ’ ’

simulator are based on the Full HD camera configuration
in Table I and a realistic Rol recording from AWSIM (cp.
Figure 1).

In case of direct burst sample transfer, the required trans-
mission time for full sensor data has grown rapidly with the
growth of sensor data samples. Use case A in Table II shows
the simulated camera sample transport delays t,,, and their
respective calculated maximum data age after reception f, gy
for a camera that is traditionally connected via a dedicated
link, like seen in Figure 3b. It can be seen, that the burst
transmission of a raw Full HD camera sample via a 1 Gbps
link already requires two thirds of the 100 ms budget from the
perception pipeline without including any sampling delay. As a
result, a feedback oriented communication concept that allows
to reduce the amount of sensor data to be sent is required to
improve the transmission time of relevant sample data. Use
cases B, C and D in Table II show the camera sample transport
delays t,,; and resulting maximum data ages ?,, ;4 for a sensor
group consisting of two Full HD cameras and a LIDAR sensor
on a shared link with the different combinations of camera
sample transmission schemes. Camera sensor configurations
that allow for a maximum camera input age f, ;4 Within
40 ms and therefore leave enough room for the referenced
computation of 60 ms, are highlighted in green. Additionally,
camera configurations that are not feasible as data rates surpass
the link bandwidth, are highlighted in red and marked with
overload. From the transport delays t,,., from use case C it can
be seen that the required Rols from the Autoware Rol trace can
be requested and transmitted in a fraction of the raw sample’s
complete transmission time (see Table II). While use case C
is a rather extreme example as not every perception module
might be able to reduce relevant data regions to a 62 KB Rol
(about 1% of a Full HD sample), use case D demonstrates
that reducing only one camera stream to specific Rols and
transmitting rough attention areas with the second camera
(50% Rol in Table II) already brings several improvements.
Use cases C and D show that by utilizing selective request-
reply data transmissions to greatly decrease the overall data
load on the shared link allows to increase sampling rates and
as a result, reduce the sample age at the perception’s input. If
Rol selections are based on previous samples, higher sample
rates allow for a more robust and precise Rol prediction, which
on the other hand also decreases required Rol sizes. In case
Rol sizes amount to full image sizes, timing of use case B

is the worst case temporary overload of use case D. However
in edge cases, a support for transient reduction of the frame
rate would allow compensation of extreme Rol coincidence
avoiding overload situations.

B. Cost Reduction through Link Sharing

The stream parameters in Table I assume merely a
maximum resolution of Full HD and a frame rate of 10 FPS,
which is not sufficient for the requested ?,,,, of 100 ms.
It becomes apparent that camera sensors cause the majority
of the overall network utilization. Link sharing within the
sensor group at the front of the vehicle in Figure 3b would
require 10 Gbps to meet a 7, ,,,c of 40 ms. Reducing sample
sizes to the size of a Rol of about 62 KB does not only
allow to supply multiple Full HD camera sensors with one
1 Gbps link. It further allows to increase the update rate
and consequently improve the refresh rate of the perception
pipeline, while even reducing the overall bandwidth required.

max. Camera Sample Latency in ms

0 2 4 6 8 10

Max. Latencies on shared Links:

N 6,22MB Sample with concurrent 6,22MB Image Burst
[ 2,76MB Rol with concurrent <62KB Rol Burst

[ <62KB Rol with concurrent 2,76MB Rol Burst

[ <62KB RolI with concurrent <62KB Rol Burst

Max. Latencies on
dedicated Links:

-== 6,22MB Sample

—==- 2,76MB Rol

—=—- <62KB Rol
Fig. 5: Camera sample transmission latencies on a 10 Gbps
link shared between two cameras. The dashed lines depict the

respective transmission times on dedicated, non-shared link.

TABLE III: Mean sample transport delays f,, of LIDAR
sample bursts on a shared 1 and 10 Gbps links.

Link net (1 GbPS) net (10 Gbpb)
A dedicated, non-shared link 1.19 ms 119.96 ps
B shared, 2x 6,22MB Image Bursts overload 396.43 us
shared, 2x <62KB Rol (<1%) 1.2104 ms 121.13 ps
Bursts
shared, <62KB (<1%) + 2,76MB
D Rol Bursts (50%) 1.2145 ms 121.13 ps

In case these high-bandwidth sensors share links and no
further prioritization on packet level is available, transmissions
of large data samples are subject to extreme inter-stream
interference. Figure 5 shows the transmission latencies of
camera samples on a shared link of non-coordinated, therefore
possibly simultaneous, camera and LIDAR sample bursts with



the configurations seen in Table I and the recorded Rol trace
as input for the Rol burst traffic. The transmission time for
the single Full HD camera sample, which would require only
about 6 ms on a dedicated link, is almost doubled, delayed
primarily by its counterpart on the shared link. The time
required to transmit two concurrent Rols is only a fraction
of the full sample transmissions. Additionally, only for Rol
communication on a shared link, the transmission times are in
the same scale as the sample transmission times expected on a
dedicated link. A similar trend can be seen for LIDAR sample
transmissions in Table III. As could be seen with the camera
sample transmissions, when transmitting only requested Rols
of camera samples, LIDAR sample transmissions require only
as much time on a shared link, as they would on a private
link. It is to note, that these sample latencies solely include
transmission times of the protocol messages (namely sample
announcement, Rol request and Rol reply) and they do not
include the estimated 4 ms network stack delay.

V. CONCLUSION

In future autonomous vehicles, a large number of high
resolution sensors will feed their data into a high-performance
vehicular central compute unit. The data transfer does not
only generate high network load, but is also responsible for
long communication times that add to the sampling delay and
cut the time that is available for computing the perception
network. Increasing the sampling rate to reduce the sensor
sampling delay is in conflict with the resulting higher network
load. In consequence, even a 10 Gbps TSN network has limited
link sharing capacity. However, if the perception application
can adaptively select relevant regions of interest in a 2-stage
approach, then we can enhance the automotive middleware
by a subscriber-centric software cache protocol. This protocol
can drastically reduce latency and network load thereby giving
room for higher sensor frame rates that significantly reduce
data age and perception delay and/or allow for more time
to compute the perception network. Utilizing feedback-based
communications supports dynamic system adaptation without
causing great impact on the resulting traffic load. The over-
all lower bandwidth requirements also permit sensor stream
integration, with the option of reducing the expensive wiring
harness. The evaluation with OMNET++ using available data
and perception applications from the AD software stack Auto-
ware and a zonal architecture, as proposed in the automotive
TSN profile, demonstrates huge performance and cost cutting
potential. We also explained how the potential risk of losing
data in a transient network overload can be mitigated with
adaptive frame sampling. This result should be an incentive for
further research into perception applications that use context
information for input data selection.
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